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1. Overview

1.1 Motivation

This document provides a context for an implementer of an NDMP client/server. You do not need to
understand how the protocol is used to implement an NDMP client/server. You can implement an NDMP
client/server by using the protocol document alone. However, this document enables an implementer to
understand how the protocol was intended to be used and the typical sequencing of messages to be
expected.

While developing the NDMP client/server, this document provides a means of desigmatvenifiy fully
exploring the use of the NDMP. The workflow in this document describes session aatiends well
as various backup/restore scenarios.

1.2 Audience

This document is intended for use by software developers of NDMP client/server imialomen You
should be familiar witiNDMP specifi@ations and with the general operation of backup applications. You
do not need to have knowledge of internal backup application behavior.

1.3  Document organization

This document discusses the various workflow scenarios at a very high level. Message exchanges might be
described by referring to a group of messages (an “interface”) or by referring to a specific message. This
discussion describes the purpose of each exchange providing excessive detail .

Backup and restore workflow is described for a three-way backup. This means that the backup
management software (NDMP client) is on one host, #te th be backed up is on a second host and the
tape drive is on a third host. Local backups (data and tape drive on same host) or remote backups (control
and tape drive on same host) are simplifications of the three-way backup. The only changes for these
simpler configurations is that a secddBMP control connection may not be required.

1.4  NDMP Synopsis
NDMP is defined in fine granularity within the NDMP speafion. However, a quick synopsis follows:

Currently, an NDMP server provides two services:

1) A DATA server - This service either reads from disk and produceNEVP data stream (in a
specified format) or reads &fDMP data stream and writes to disk, depending on whether a backup
or restore is taking place.

2) A TAPE server - This service either readSNiDMP data stream and writes it to tape or reads from
tape and writes aNDMP data stream, depending on whether a backup or restore is taking place. All
tape handling functions, such as split-image issues are dealt with by this service.

Each service has a separate state diagram that dictates its behavior, e.g. the tape server (mover state
machine) can enter the pause state while tapes are being changedibyvtRelient.

NDMP messages amategorized into distinct groups BIDMP interfaces, such as SCSIOBIFIG and
TAPE. These messages (as well as actions and errors) can trigger state changes.

After an NDMPclient successfully authenticates MBMP session (or comttion) then it can then use
the NDMP serices to accomplish different backup/restore tasks:
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1) Local backup/restore - A DATA server connects to a TAPE server within the SBIM® server to
provide backup/restore capabilities to a locally attached backup device.

2) Remote backup/restore - A DATA server connects to a remote TAPE server via a raw TCP/IP data
connection. The TAPE server provides the use of its locally attached backup devices.

3) Local (or remote) tape duplication - Two TAPE servers connect together either locally or remotely
to copy a tape image.

4) Local (or remote) file system duplication - Two DATA servers connect together either locally or
remotely to copy a file system from one disk location to another.

2. Session Authentication
This section describes the three types of session authentication that are pfdBdviPin

Before anything else the NDMP client needs to open a comatioricchannel to alNDMP server, by
following these steps:

a) If available, use the inetd server to connect to a port that provide®MPE senice. If
inetd is not present or the service is not known, then connect to a predefined port
number (currently 10,000).

b) A successful connection to the port will create a new server state. This may be
implemented in different ways but represents a state that this connection alone controls.
This state is referred to as théDMP server. The NDMP serverilwsend an
NDMP_NOTIFY_CONNECTEIMessage back to the NDMMHent with the version of
the NDMP protocol that is currently running to icate a successful connection.

c) If the connection fails for any reason, thdDMP server Wl send an
NDMP_NOTIFY_CONNECTEIDMessage back to the NDMHRent to indicate an error.

d) If the protocol version returned in thdDMP_NOTIFY_CONNECTEDnessage is not
compatible with the NDMP client. Then the NDMP client may send an
NDMP_CONNECT_OPENmessage to negotiate a compatible protocol implementation
version. If a compatible version is not available then M&MP client will send an
NDMP_CONNECT_CLOSHessage to close the connection.

e) Once NDMP messages areeceived by the NDMP server other than
NDMP_CONNECT_OPENMNdNDMP_CONNECT_CLOSHe protocol is unchangeable or
set for the duration of thldDMP connection. If anotheXDMP_CONNECT_OPEMessage
is received by th&IDMP server it return8/DMP_ILLEGAL_STATE_ERR

An NDMP server only needs to support one of the three possible Hottiem methods. To determine
what authentication methods titNDMP server that you are coected to supports you can issue an
NDMP_CONFIG_GET_HOST_INF@nessage. The supported methods will be returned in the reply
message and can be one of:

NONE
a) No authentication is required. However, tN®MP client still needs to send an
NDMP_CONNECT_CLIENT_AUTHhessage to inform the NDMP server that it wishes
to continue with the connection in a non-authenticated state.
TEXT
a) The connection is authenticated by issuing NDMP_CONNECT_CLIENT_AUTH

message containing a user name and clear text (non-encrypeajopa
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MD5

a) The NDMP client sends aNDMP_CONFIG_GET_AUTH_ATTRiessage so that the
NDMP server can provide a sessioraldnge. This is a 512 bit randomly generated per
session quantity.

b) The NDMPclient concatenates the clientgsavord followed by some amount of null
padding , the server challenge and finally a second copy of the cleswqra. This is
passed through the MD5 algorithm to generate a 128 bit client digest which is sent
along with the auth id within aNDMP_CONNECT_CLIENT_AUThhessage request.

c) The NDMP server then eates a 128-bit MD5 digest duplicate by concatenating its
copy of the password - the “shared s€tr followed by some amount of null padding,
the server challenge and a second copy of the sergswped. It then compares its
value to the value passed to it by the NDMRent. If it matches then it has
authenticated thRIDMP client, otherwise it refuses to authenticate the connection.

d) The NDMP server has not been autiated by theNDMP client at this stage, so to
prevent a “rogue” NDMP server spoofing an NDNMkent. The NDMP client can
optionally prepare a client challenge (another randomly generated 512 bit value) and
send it within alNDMP_CONNECT_SERVER_AUThessage request.

e) The NDMP server then eates a server digest by concatenating the sensswped
followed by some amount of null padding, the client challenge and a second copy of the
server password. Finally passing this through the MD5 algorithm to create a 128 bit
server digest. The digest is sent back in MieMP_CONNECT_SERVER_AUTH
message reply with the auth id.

f) Finally theNDMP client compares thRBIDMP server’s digest against another that it has
generated by concatenating the cliensgeord followed by some amount of null
padding, the client challenge and a second copy of the clisetvpad passed through
the MD5 algorithm. If they match then the client has authenticated the server and the
connection can be trusted. If they don’'t match f2MP client should immediately
close the connection with &DMP_CONNECT_CLOSHkessage.

The amount of null padding used in generating any of the digests is determined by the length of the
password (shared secret). The equation to determine the amount of null padding is:

amount of null padding = 128 bytes - sizeof(Challenge) - (2 * sizeof(Password));

Note: The client password and server password described above are the same value. The client
password is the copy held by the client and the server password is the copy held by the server.

The MD5 authentication is depicted in figure 1.
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NDMP Client NDMP Server

NDMP_CONFIG_GET_AUTH_ATTR

i ) Server Challenge
Client Digest =

MD5(Client Password + Pad + Server Challenge + Password)

NDMP_CONNECT_CLIENT_AUTH + Auth ID + Client Digest

3.
Client Digest Copy =
MD5(Server Password + Pad + Server Challenge + Passwotd)
4,
Error Status
NDMP_CONNECT_SERVER_AUTH + Client Glfienge
5.

Server Digest =
MD5(Server Password + Pad + Client Challenge + Password)

6.

Auth ID + Server Digest

Server Digest Copy =
MD5(Client Password + Pad + Client Challenge + Password)

Pad = 128 bytes - sizeof(Challenge) - (2 * sizeof(Password))

Figure 1 - MD5 authentication process.

3. Discovery of NDMP Resources
This section describes the three types of session authentication that are pfdBdviPin

Before anything else the NDMP client needs to open a comatioricchannel to alNDMP server, by
following these steps:

4, Backup

This section describes the control sequence and the data flow of a backup. It assumes that the tape drive
to be used is attached to the host runningND& P TAPE server and that thata to be backed up is on
the host running the NDMP DATA server.

1. NDMP client will open a communication channel to thBMP TAPE server, nediate the protocol
version to be used and authenticate the connection.
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2. Prepare the tape in the drive for backup.

a) The NDMPclient will use the TAPE interface messages to instruciND&P TAPE
server to open, read and position the tape drive in preparation for backup.

1) The NDMP client will send anNDMP_TAPE_OPENnessage to the NDMP
TAPE server to instruct it to open a tape drive for writing. The open should be
exclusive and should prevent other users from accessing the tape drive.

2) The NDMP client canoptionally send anNDMP_TAPE_READmessage to
validate any volume labels from the tape. If the volume label is invalid or the
tape cannot be used for backup. Then the ND#ient can send an
NDMP_TAPE_MTIOmessage to rewind and eject the tape. NIB&MP client
can then load a new tape (manually via an operator or by using a tape library).

3) The NDMPclient will instruct theNDMP TAPE server to properly pidion the
tape for writing the backup data. This may include:

i) Rewinding andptionally writing a new tape label and header files.
i) Forward spacing the tape aopgtionally reading the last trailer file.

b) The NDMP client will send arNDMP_MOVER_SET_RECORD_SI#fessage to tell
the NDMP TAPE server what recoriza to use when writing to the tape.

3. Connection to th&lDMP DATA server

a) If the data is on the same host as the tape drive, thedDNP client is not required to
open a second connection. In this case, the following referenb#E3M& DATA server
can be replaced bMDMP TAPE server and theemainder of this step (3) should be
skipped.

b) If the data to be backed up is on a different host than the tape drive, theDNe
client will open arNDMP conrection to the new host. This new host will be referred to
as the NDMP DATA server.

4. The NDMP client will send NDMP_CONFIG_GET_BUTYPE_ATTR message to query the
capability ofNDMP DATA server. For example, ifid history is supported or not?

5. Get amoveraddress from the NDMP TAPE server

a) The NDMPclient will send arNDMP_CONFIG_GET_CONNECTION_TYR&essage
to the NDMP DATA server and the NDMP TAPE server to query the type of
connections supported .

b) The NDMP client will choose the type of connection to be used betweeNERdP
DATA server and the NDMP TAPE server and include it in the
NDMP_MOVER_LISTEMessage.

C) The NDMPclient will send aNDMP_MOVER_LISTENnessage to the NDMP TAPE
server.
d) The moveron the host running the NDMP TAPE serval wreate a connection point

and begin listening for a connection. TR®OMP TAPE server \ll return the mover
address to the NDMBlient.

6. The NDMPclient will initiate a backup.

a) The NDMPclient canoptionally use the NDMP TAPE intesite of theNDMP TAPE
server to write header data followed by a file mark.
b) The NDMPclient will send alNDMP_DATA_START_BACKUfessage to the NDMP
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DATA server to begin the backup. This message will include the addressmbtiee
on the NDMP TAPE server. The NDMP DATA serveitlihen attempt to open a data
connection to thanover on the NDMP TAPE server. If the NDMP DATA server
cannot connect to thmover, then it will return an error and tiNDMP client will send
anNDMP_MOVER_ABORTmessage to theoveron the NDMP TAPE server tell it

to stop listening for a connection.

c) The NDMP_DATA_START_BACKURessage will define what should be backed up
and what type of backup to perform. The NDNIRNt may include parameters that
will modify the behavior of the backup. Parameters could be the dump level,
compression or encryption flags, etc.

d) The NDMP DATA server Wl begin to generate data and send it to tiever via the
data connection

e) Themoverwill buffer the data into tape records and write the data to tape.

7. As the backup is running, the NDMient will be prepared to accept various messages from the
NDMP DATA server and the NDMP TAPE server

a) As individual files are backed up, th&iIDMP DATA server may send
NDMP_FH_ADD_UNIX_PATHnessages to the NDMf#ent.

b) Both the NDMP TAPE server and the NDMP DATA server may send
NDMP_LOG_LOGor NDMP_LOG_DEBUGMessages to the NDMétient to indicate
progress.

c) If an event occurs that requires attention, MigMP DATA server or NDMP TAPE

server will use theNDMP NOTIFY interace to let theNDMP client know that
attention is required.

8. Successful backup completion.

a) On completion of a successful backup tiBMP DATA server vill close the
connection to thenoverand then send akDMP_NOTIFY_DATA HALTEDmessage
with NDMP_DATA HALT SUCCESSFl#tason to the NDMElient.

b) The NDMP client will issue an NDMP_DATA_GET_STATE and
NDMP_DATA_GET_ENVto the NDMP DATA server and save any prudent
information returned for use during the restore process. Note, that the backup method
initiated by theNDMP DATA server is free to modify and/or add NDMP environment

variables

C) The NDMP client will send anNDMP_DATA_STOHmessage to the NDMP DATA
server.

d) Once the NDMP DATA server hasleased the resources, it will return the status to the
NDMP client.

e) Since thanoveron the NDMP TAPE serveretiects the disconnection from tNOMP
DATA server, it will null pad the last tape record and then send an
NDMP_NOTIFY_MOVER_HALTED message with
NDMP_MOVER_CONNECT_CLO®EBon to the NDMElient.

f) The NDMP client will issue arNDMP_MOVER_GET_STATHessage to the NDMP
TAPE server and note the total number of bytes generated.

o)) The NDMPclient will send alNDMP_MOVER_STOMnessage to the NDMP TAPE
server.

h) The NDMPclient will use theNDMP TAPE interice on theNDMP TAPE server to

write a file mark to tape.
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i) The NDMP client canoptionally use the NDMP TAPE inteaite to write trailer data
and another file mark.

9. If the NDMPclient has more backup requests to process.

a) If the data to be backed up is on another host, theiNEWP client will send an
NDMP_CONNECT_CLOSHnessage to close the connection to N2MP DATA
server and then open a new connection with theMBMP DATA server.

b) The NDMPclient canoptionally use the NDMP TAPE integite to write more header
data and file marks.

c) The NDMPclient will get anothemoveraddress as in step 5.

d) The NDMPclient will initiate another backup as in step 6.

10. If the NDMPclient has no more backups to process

a) The NDMP client will send anNDMP_CONNECT_CLOSHEnessage to close the
connection to the&NDMP DATA server, unless the NDMP DATA server and NDMP
TAPE server are running on the same host.

b) The NDMPclient will use theNDMP TAPE interfice on theNDMP TAPE server to
rewind the tape.
c) The NDMPclient may choose to use thOMP TAPE interfice to eject the tape.

d) The NDMP client will send NDMP_CONNECT_CLOSEmessage to close the
connection to th&iDMP TAPE server.

5. Restore
This section describes the restore process. It assumes that the data to be restored is already in a tape drive.

1. NDMP client will open a communication channel to thBMP TAPE server, nediate the protocol
version to be used and authenticate the connection.

2. Prepare the tape in the drive for restore.

a) The NDMPclient will use the TAPE interface messages to instruciNiD&P TAPE
server to open, read and position the tape drive in preparation for restore.

1) The NDMP client will send anNDMP_TAPE_OPENmNessage to the NDMP
TAPE server to instruct it to open a tape drive for reading. The open should be
exclusive and should prevent other users from accessing the tape drive.

2) The NDMP client canoptionally send an NDMP_TAPE_READ message to
validate any volume labels from the tape. If the volume label is invalid then
the NDMP client can send alNDMP_TAPE_MTIO message to rewind and
eject the tape. ThBIDMP client can then load a new tape (manually via an
operator or by using a tape library).

3) The NDMP client can optionally position and validate any header files
suurounding the data that is to be restored. If the header is incorrect or cannot
be read, the NDMERlient can rewind and eject the tape.

4) The NDMPclient will use theNDMP TAPE interfce to position past the file
mark to the beginning of the backed up data.

3. Connection to th&lDMP DATA server

a) If the data is on the same host as the tape drive, theMDNP client is not required to
open a second connection. In this case, the following referenb¥3M& DATA server
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b)

can be replaced bMDMP TAPE server and theemainder of this step (3) should be
skipped.

If the data to be restored is on a different host than the tape drive, tHéDM client
will open a secon8iDMP conrection to the new host. This new host will be referred to
as the NDMP DATA server.

4. The NDMP client will send anNDMP_CONFIG_GET_BUTYPE_ATTRiessage to query the
capability of theNDMP recover tility on the host running th&dDMP DATA server. For
example, is individual file restore supported or not?

5. Begin restore process on the NDMP DATA server.

a)

b)

c)

d)

e)

f)

The NDMPclient will send arlNDMP_CONFIG_GET_CONNECTION_TYREessage
to the NDMP DATA server and the NDMP TAPE server to query the type of
connections supported.

The NDMP client will choose the type of connection to be used betweeNERdP
DATA server and the NDMP TAPE server and include it in the
NDMP_MOVER_LISTEN message.

The NDMPclient will send aNDMP_MOVER_LISTEN message to the NDMP TAPE
server. Thanoverwill return the address on which it will begin to listen.

The NDMP client will send anNDMP_DATA_START_RESTORMEessage to the
NDMP DATA server. The messageilminclude the mover address, a list of NDMP
environment variables, the list of files to be restored and the destination.

If the restore involves a remote NDMP server, i.e. notalleetrieval.

1) The NDMP DATA server Wl send an NDMP_NOTIFY_DATA_READ
message to the NDM@ient to initiate the restore.

2) The NDMP client should send aNDMP_MOVER_READmessage to the
NDMP TAPE server to inform the mover to start sending the requeatad d

The NDMP client will be prepared to acce]DMP LOG and NDMP DEBUG
messages.

6. Reading the last tape record

a)
b)

When the last tape record is read, the pad bytes are discarded.

If the file mark is consumed, then the tape_status must reflect that fact.

7. Successful restore

a)

b)

c)

d)

The NDMP DATA server W send anNDMP_LOG_FILE message to report if thige
are restored.

Once all of the files have been recovered, MigMP DATA server vill change its
status to NDMP_DATA_STATE_HALTED and the reason to
NDMP_DATA_HALT_SUCCESSFUL. It Wi close the connection to the mover on the
NDMP TAPE server and send an NDMP_NOTIFY_DATA HPED message to the
NDMP client.

The NDMP client will send anNDMP_DATA_STOP message to the NDMP DATA
server.

Once the resources have been releaseNERMP DATA server vill return the status to
the NDMPclient.

The NDMPclient will receive arNDMP_NOTIFY_MOVER_HA_TED message with
an NDMP_MOVER_CONNECT_CLOSED reason from the NDMP TAPE server

NDMP.org
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f)

)

h)

i)
)

The NDMP client will send alNDMP_MOVER_STOP message to the NDMP TAPE
server.

If there are more restores to be processed from the tape, the MIEViPwill position
the tape as above.

If there are no more restores to be processed for this tape, the Nli2viPwill use the
NDMP TAPE interce to rewind and eject the tape.

The NDMPclient will close the tape device.

The NDMPclient will close the connection.

4.2  Restore Exceptions

4.2.1 End-of-file

If the NDMP client can support backups that spaiitipia tape files, then during a restore, it is possible
to reach an end-of-file mark before all of the data to be restore has been read. This section describes how
that condition should be handled.

1. Detect end-of-file

a)

b)
c)

The mover on the NDMP TAPE serveetects an end-of-file condition. This is
normally detected by the tape drive and returned as a partial read by the device driver.

The mover processes the data that was actually read.

The NDMP TAPE server changes the movatus toNDMP_MOVER_STATE_PAUSED
and the reason to NDMP_MOVER_PAUSE_EOFand sends an
NDMP_NOTIFY_MOVER_PAUSEessage with aNDMP_MOVER_PAUSE_EOF
reason to the NDMElient.

2. More tape files associated with the backup image:

a)

)

If the NDMPclient needs to select another tape.

i) The NDMP client will use theNDMP TAPE interfice to rewind and eject the
tape.

i) The NDMP client will use theNDMP TAPE interfce to close the tape drive
and open another.

iii) The NDMP client will use theNDMP TAPE interace to verify the volume
label.

The NDMPclient will use theNDMP TAPE interfice to position to the correct tape
file.

The NDMPclient will use theNDMP MOVER interfice to set the new mover_window.
The NDMPclient will send aiNDMP_MOVER_CONTINUnessage to the NDMP.
The mover will continue reading data and sending it tiNDEIP DATA server.

If a continuation tape cannot be located, then HNiEMP client will send an
NDMP_DATA_ABORTmessage to the NDMP DATA server and the restoik be
aborted. The NDMP DATA server ilv change state to halted and will send an
NDMP_NOTIFY_DATA_HALTED message to the NDMPclient with an
NDMP_DATA_HALT_ABORTEEnson. The NDMP DATA serverillvclose the data
connection to th&iDMP TAPE server.

The NDMP client will send anNDMP_DATA_STORmessage to return the NDMP

NDMP.org
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h)

)

DATA server to an idle state.

Once the resources have been releaseNEiP DATA server vill return the status to
the NDMPclient.

The NDMP TAPE server il detect the closed data connection and change it's mover
state to NDMP_MOVER_STATE HALTEDhe NDMP TAPE server ¥ send an
NDMP_NOTIFY_MOVER_HALTED with an NDMP_MOVER_CONNECT_CLOSED
reason message to the NDMlent.

The NDMP client will send alNDMP_MOVER_STOMnessage to the NDMP TAPE
server.

3. No more tape file:

a)
b)

c)

d)

e)

f)

9)

h)

The NDMPclient will send arlNDMP_MOVER_CLOSHnessage to the NDMP TAPE
server.

The mover will close the connection to tiBMP DATA server.

The mover will change it's mover state ’dDMP_MOVER _STATE HALTELhe
NDMP TAPE server il send anNDMP_NOTIFY_MOVER_HALTEDmessage with
an NDMP_MOVER_CONNECT_CLO®BBon message to the NDMlent.

The NDMP DATA server Wl detect the end of data connection and change state to
halted and will send aNDMP_NOTIFY_DATA HALTERessage to the NDMélient

with an NDMP_HALT_SUCCESSFUkason if receive the expected data, or an
NDMP_HALT_CONNECT_ERREfason if not receiving the expected end of data.

The NDMP DATA server it send NDMP_LOG_FILEmessage to report if the files
are restored.

The NDMP client will send anNDMP_DATA_STORmessage to return the NDMP
DATA server to an idle state.

Once the resources have been releaseNEiP DATA server vill return the status to
the NDMPclient.

The NDMPclient will send alNDMP_MOVER_STOMnessage to the NDMP TAPE
server.

4.2.2 Media error
It is possible for the tape drive to detect a media error while reading.

1. Detecting a media error

a)

b)

c)

d)

e)

The NDMP TAPE server somehowtdcts a media error. This is usually detected by
the tape drive and returned by the device driver.

The NDMP TAPE server WM change its mover status to
NDMP_MOVER_STATE_PAUSED and the mover_paused_reason to
NDMP_MOVER_PAUSE_MEDIA ERRd@Rfurther processing of data will occur.

The NDMP TAPE server il send anNDMP_NOTIFY_MOVER_PAUSEBessage
with an NDMP_MOVER _PAUSE _MEDIA ERR&2B0on to the NDMElient.

The NDMPclient will send anlNDMP_DATA_ABORTmessage to the NDMP DATA
server. The NDMP DATA serverillvclose the connection to the mover on tiBMP
TAPE server and will change its stateNDMP_DATA STATE HALTHEDd the reason
to NDMP_DATA HALT ABORTED

The NDMPclient will send anNDMP_DATA_STOHRmessage to the NDMP DATA
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f)

)

h)

)

server.

Once the resources have been releasetEdP DATA server vill return the status to
the NDMPclient.

The NDMP client will send anNDMP_MOVER_ABORTnessage to NDMP TAPE
server .

The NDMP  TAPE server WM change its mover  state to
NDMP_MOVER _STATE HALT&M the reason WDMP_MOVER_HALT ABORTED

The NDMP TAPE server if send anNDMP_NOTIFY_MOVER_HALTEessage to
the NDMPclient with anNDMP_MOVER _HALT _ABORTE#&s0n .

The NDMP client will send anNDMP_MOVER_STORnessage to the mover on the
NMDP sever.

2. Handling the Media error

a)

b)

The NDMPclient host will use theNDMP TAPE interice to rewind and eject the
tape.

The NDMPclient will close the tape device.

4.2.3 User aborted
It is possible for the user to abort an in progress restore. This section describes how that is handled.

1. Sending an abort.

a)

b)

c)

The NDMPclient uses th&N\DMP DATA interface to send aNDMP_DATA_ABORT
message to the NDMP DATA server.

The NDMP TAPE server il change the data state 8dDMP_DATA STATE_HALTED
and the reason t&DMP_DATA_HALT_ABORTEMo further data will be processed.
The connection to the mover on tRBMP TAPE server il be closed.

The NDMP TAPE server i send anNDMP_NOTIFY_DATA_HALTEBnessage with
an NDMP_DATA_HALT_ABORTEEason to the NDMElient.

2. Handling the abort

a)

b)

c)

d)

3. Continuing
a)
b)

The NDMPclient host will send artNDMP_DATA_STOP message to the NDMP
DATA server.

When the NDMP DATA server hasleased all resources it changes its state to
NDMP_DATA_STATE_IDLENd returns the status to tROMP client.

The NDMPclient will receive anNDMP_NOTIFY_MOVER_HALTEDnessage from
the NDMP TAPE server with the reason seMoMP_MOVER_CONNECT_CLQSED

The NDMPclient will send alNDMP_MOVER_STOMnessage to the NDMP TAPE
server.

The NDMPclient may or may not continue with the next restore request.

If there are no more requests, then the NGt will use theNDMP TAPE interface
to rewind and eject the tape. TNOMP client will then close the connection to the
NDMP TAPE server.
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4.2.4 Direct access restores

The NDMP client may support a mechanism thbbws the restore process to position directly to the
correct tape record to perform a file restore more quickly. If the NDMP detects that t@mmiposis
required within the mover window, then it can perform the tape positioning without usingDiMe
client, but if the tape record is outside the mover window, then the NDMP client must be useétiolo pos
the tape.

1. If the data required for the restore is outside the current tape file as defined by the mover window,
then the NDMP TAPE server changes the movatus toNDMP_MOVER_STATE PAUSHId
the reason t&?WDMP_MOVER_PAUSE_SE#iid the seek offset in the status is set to the desired
offset. The NDMP sends aNDMP_NOTIFY_MOVER_PAUSEMessage with reason to
NDMP_MOVER_PAUSE _SBBKhe NDMPclient.

2. If required the NDMRlient may rewind and eject the tape drive or it may close the tape device and
open another device.

The NDMPclient will position the tape to the correct tape file.
4. The NDMPclient will send aNDMP_MOVER_SET_WINDOWessage.

5. The NDMPclient will use theNDMP TAPE interfice to position to the tape record that contains the
desired offset.

6. The NDMPclient will then send aiNDMP_MOVER_CONTINUEnessage to the NDMP TAPE
server.

7. The NDMP TAPE server W use the current record number, the record size andntbeer
window _offset  to calculate how much of the tape record should be skipped.

8. The NDMP TAPE server W read the next tape record, skip the correct number of bytes and
continue reading the data and passing it td\D& P DATA server.

4.2.5 Loss of data connection

The loss of data connection can be detected fromNiDeRIP DATA server or from the NDMP TAPE
server.

1. Detected from thBIDMP DATA server:
a) The NDMP DATA server gets an error vehreading from the data connection.

b) The NDMP DATA server Wl change the data state dDMP_DATA STATE_HALTED
and the reason taNDMP_DATA HALT CONNECT_ERRORJnwritten data is
discarded. No further backup data or file history will be generated.

c) The NDMP DATA server Wl close the connection to the mover &&DMP TAPE
server.

d) The NDMP DATA server sendmn NDMP_NOTIFY_DATA_HALTEDessage to the
NDMP client with a reason adNDMP_DATA_HALT_CONNECT_ERROR

e) The NDMPclient will send anNDMP_DATA_STOHmessage to the NDMP DATA
server.

f) The NDMP client will send arNDMP_MOVER_ABORTMessage to the NDMP TAPE
server.

o)) The NDMPclient will receive anNDMP_NOTIFY_MOVER_HALTEDnhessage from

the NDMP TAPE server with the reason seMOMP_MOVER_CONNECT _CLOSED or
NDMP_MOVER_HALT_ABORTHdepending on the sequence to detect the
disconnection from the NDMP DATA server first or eceive an
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NDMP_MOVER_ABORTMessage.
2. Detected from thBIDMP TAPE server:
a) The NDMP TAPE server gets an erroriletwriting to the data connection.

b) The NDMP TAPE server sends AIiDMP_NOTIFY_MOVER_HALTEMessage with
the reason set WNDMP_MOVER_HALT_CONNECT_ERROR.

c) The NDMP client will use the NDMP DATA interface to send an
NDMP_DATA_ABORTessage to the NDMP DATA server.

d) The NDMP DATA server Wl change the data state dDMP_DATA STATE_HALTED
and the reason t&/DMP_DATA HALT ABORTERnwritten data is discarded. No
further backup data or file history will be generated.

e) The NDMP DATA server Wl close the connection to the mover iDMP TAPE
server.

f) The NDMP DATA server Wl send anNDMP_NOTIFY_DATA_HALTEMessage with
an NDMP_HALT_ABORTEBason to the NDMElient.

o)) The NDMPclient will send anNDMP_DATA_STOPmessage to the NDMP DATA
server.

h) Once the resources have been releaseN@é@P DATA server vill return the status to
the NDMPclient.

i) The NDMP client will send alNDMP_MOVER_STOMnessage to the NDMP TAPE
server.

5. Using a Jukebox

A jukebox manager application could make a connection tdlBdP server when it starts and close the
connection when exiting. After the connection is established it could ugeiW# SCSI interface to
open the jukebox device. This device name refers to the device that controls the mechanics of the jukebox.

5.1 Backing up and restoring using a jukebox

In most ways the workflow described here is identical to the previous workflow with the exception of how
tapes are loaded into the drive and unloaded from the drive.

1. Loading a tape.

a) The jukebox manager forms and sends SCSI cdb’s to determine if the jukebox inventory
has changed.

b) The jukebox manager will determine which tape to load into what drive and form and
send a SCSI MOVE MEDIUM cdb to move the tape into the drive.

C) The jukebox manager will open a connection toNfEMP server to which the tape
drive is attached.

d) The jukebox manager will repeatedly attempt to openNB&P TAPE interface to
verify that the tape actually loaded and became ready.

e) The jukebox manager will close the connection toNB&P server to which the tape
drive is connected.
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2. Unloading a tape.

a) The jukebox manager will form and send SCSI cdb’s to determine if the jukebox
inventory has changed.

b) The jukebox manager will form and send a S@®RIVE MEDIUM cdb to move the
tape from the tape drive to its original location. If thiscaeds the jukebox manager
continues as described in the local workflow sections.

C) The jukebox manager will cause the tape drive to unload.

i) The jukebox manager will open a connection tokEMP server to which the
tape drive is attached.

i) The jukebox manager will use thédDMP TAPE interface to open the tape
drive.

iii) The jukebox manager will use thdDMP TAPE interface to eject the tape

drive.

iv) The jukebox manager will use ti¢DMP TAPE interface to close the tape
drive.

V) The jukebox manager will close the connection toNID¥MP server to which

the tape drive is attached.

d) The jukebox manager will form and send a S@®IVE MEDIUM cdb to move the
tape from the tape drive to its original location.

5.2  Initializing a jukebox

When The jukebox manager first contacts the jukebox it will form and send SCSI cdb’s to determine the
type and geometry of the jukebox.

1. The jukebox manager will form and send a SAO$QUIRY cdb to obtain the product id of the
jukebox.

2. The jukebox manager will form and send a S®®IDE SENSE cdb to etermine the number and
physical addresses of the slots, drive and other elements of the jukebox.

3. The jukebox manager will form and send a SCSI READ ELEMENT STATUS cdb for each slot or
drive to determine if the slot or tape drive is empty, full or missing.

4. The jukebox manager may form and send other SCSI cdb’s depending on the product id returned by
the SCSI INQUIRY.

5.3  Exception handling

1. If the jukebox manager detects that the jukebox inventory may have changed it will form and send a
SCSI READ ELEMENT STATUS cdb for each slot or drive to determine if the slot or tape drive
is empty, full or missing.

a) If the data returned by the SCSI READ ELEMENT STATUS cdb indicates that the
jukebox is unsure of it's physical inventory, The jukebox manager will form and send a
SCSI INITIALIZE ELEMENT STATUS cdb to cause the jukebox to scan its physical
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inventory.

f) If any SCSI cdb fails the jukebox manager may form and send additional SCSI cdb’s to
correct the problem.

6.  Tape Duplication

Two TAPE servers can be connected together to copy the contents of a tape.

1. NDMP client will open a communication channel to bdtibMP TAPE servers, negiate the
protocol version to be used and authenticate the connections.

2. Prepare the tapes in each drive for duplication.

a) The NDMP client will send anNDMP_TAPE_OPENnessage to eadiDMP TAPE
server to instruct it to open a tape drive for reading or writing depending upon which is
the source and destination. It may be prudent to write protect the source tape to prevent
accidental overwriting.

b) The NDMPclient will use the TAPE interface messages to instruciND&P TAPE
servers to properly position the tapes for reading/writing.

C) The NDMPclient will send arNDMP_MOVER_SET_RECORD_SI#tessage to each
NDMP TAPE server teell them what record size to use when reading/writing tape.

3. ConnectNDMP TAPE servers.

a) The NDMPclient will send arNDMP_CONFIG_GET_CONNECTION_TYR&essage
to both of the NDMP TAPE servers to query the type of eotions supported.

b) The NDMP client will choose the type of connection to be used between the two
NDMP TAPE servers and include it in tNOMP_MOVER_LISTENMessage.

c) The NDMPclient will send anNDMP_MOVER_LISTENnessage to the destination
NDMP TAPE server.

d) The NDMPclient will send arNDMP_MOVER_CONNECTessage to source NDMP

TAPE server.
4. The NDMPclient will initiate a tape copy.

a) The NDMPclient will send arlNDMP_MOVER_READnessage to the source NDMP
TAPE server with the desired offset and length.

b) The source NDMP TAPE serveillbegin to read data from the tape drive and write it
to the data connection.

e) The destination NDMP TAPE serveilvbuffer the data into tape records and write the
data to its tape drive.

5. As the copy is proceeding, th®MP client will be prepared to accept various messages from either
of the NDMP TAPE servers.

a) Both NDMP TAPE servers may semMDMP_LOG_LOGor NDMP_LOG_DEBUG
messages to the NDMg#hHent to indicate progress.

b) If an event occurs that requires attention, either oNIDBIP TAPE servers il use an
NDMP_NOTIFY_MOVER_PAUSEDnessage to let th&\DMP client know that
attention is required.

6. Successful tape duplication completion.

a) On completion of a successful tape copy R2MP DATA server vill close the
connection to the mover and then sendN&MP_NOTIFY_DATA_HALTEDmessage
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with NDMP_DATA HALT_SUCCESSFWason to the NDMElient.

b) The NDMP client will issue an NDMP_DATA_GET_STATE and
NDMP_DATA_GET_ENVto the NDMP DATA server and save any prudent
information returned for use during the restore process.

C) The NDMP client will send anNDMP_DATA_STOHmessage to the NDMP DATA
server.

d) Once the NDMP DATA server haslease the resources, it will return the status to the
NDMP client.

e) Since the mover on the NDMP TAPE servetedts the disconnection from tNOMP
DATA server, it will null pad the last tape record and then send an
NDMP_NOTIFY_MOVER_HALTED message with
NDMP_MOVER_CONNECT_CLO®EBon to the NDMElient.

f) The NDMP client will issue arNDMP_MOVER_GET_STATHessage to the NDMP
TAPE server and note the total number of bytes generated.

o)) The NDMPclient will send alNDMP_MOVER_STOMnessage to the NDMP TAPE
server.

h) The NDMPclient will use theNDMP TAPE interice on theNDMP TAPE server to
write a file mark to tape.

i) The NDMP client will then use th&NDMP TAPE interice to write a trailer file and

another file mark.
9. If the NDMPclient has no more backups to process

a) The NDMP client will send anNDMP_CONNECT_CLOSHEnessage to close the
connection to the&NDMP DATA server, unless the NDMP DATA server and NDMP
TAPE server are running on the same host.

b) The NDMPclient will use theNDMP TAPE interfice on theNDMP TAPE server to
rewind the tape.

c) The NDMPclient may choose to use thOMP TAPE interfice to eject the tape.

d) The NDMP client will send NDMP_CONNECT_CLOSEmessage to close the
connection to th&iDMP TAPE server.

Exceptions

The previous workflow assumes that there were no problems writing to tape and that everything fits on a
single tape. In this section we examine some of the exceptions that can occur and how they are handled.

3.1.1 End-of-media

If the amount of data to be backed up is greater that the space available on tape, then the mover on the
NDMP TAPE server Wl detect an end-of-media (EOM) condition before the backup is completed. This
section describes how the EOM should be handled.

Detecting an end-of-media condition

a) The mover on NDMP TAPE serveetdcts that not all of the data was successfully
written to tape. This is usually indicated as a partial write by the device driver to the
tape.

b) The mover will update the amount of data successfully written and will change its

mover state toVNDMP_MOVER_STATE PAUSEDD the mover_ pause_reasorto
NDMP_MOVER_PAUSE_EOMe unwritten data will be saved for writing at a later
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time.

C) The NDMP TAPE server W send anNDMP_NOTIFY_MOVER_PAUSEessage
with an NDMP_MOVER_PAUSE_E@#fon to the NDMElient.

d) The NDMPclient will query theNDMP mover_tate and will remember the amount of
data written to tape.

2. If the user has specified that backups may not span multiple tapes

a) AnNDMP_DATA_ ABORTessage is sent to the NDMP DATA server.

b) The NDMP DATA server Wl discard any unwritten data and close the connection to
the mover on the NDMP TAPE server

c) The NDMP DATA  server il change the data status to

NDMP_DATA_STATE_HALTEBNd the reason WDMP_DATA_HALT_ABORTEBHRd
then send an NDMP_NOTIFY_DATA_HALTED message with an
NDMP_DATA_HALT_ABORTEEson to the NDMElient.

d) The NDMP client will send anNDMP_DATA_STOHmessage to the NDMP DATA
server.

e) Once the resources have been releaselDivdP DATA server vill return the status to
the NDMPclient.

f) The NDMP client will receive anNDMP_NOTIFY_MOVER_HALTEMessage with
NDMP_MOVER_CONNECT_CLOS$&#¥0on from the mover on the NDMP TAPE
server.

a) The NDMPclient will send arNDMP_MOVER_STORnessage to the NDMP TAPE
server.

3. Unloading the tape

a) The NDMPclient will use theNDMP TAPE interfice to attempt to write an file mark on the
tape.

b) The NDMPclient will use theNDMP TAPE interfice to rewind and eject the tape.
¢) The NDMPclient will use theNDMP TAPE interfice to close the tape device.

4. Loading a new volume
a) The NDMPclient will load another tape into a drive (manually or using the jukebox)
b) The NDMPclient will use theNDMP TAPE interfice to open the new tape device.
c) The NDMPclient will use theNDMP TAPE inter&ce to prepare the tape for the backup

data in the same fashion as in the local backup.

5. Continuing the backup

a) If the backup is not allowed to span multiple tapes, then the backup is restarted as in
step 5 and 6 of the backup workflow.

b) If the backup is not restarted, then the NDM&ient will send an
NDMP_MOVER_CONTINUmBessage to the NDMP TAPE server.

c) The mover on the NDMP TAPE serveillvcombine the data that was not written to
tape with new backup data to create a full sized tape record.

d) The full size record is written to tape.

e) The backup continues.
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3.1.2 Media errors

Many tape drives have read-after-write capability and can detect write errors. This section describes how
the media error should be handled.

1. Detecting a media error

a) The mover on the NDMP TAPE server somehetedts a media error. This is usually
detected by the tape drive and returned by the device driver.

b) The NDMP  TAPE server WM  change its mover  state to
NDMP_MOVER_STATE_PAUSED and the reason to
NDMP_MOVER_PAUSE_MEDIA_ERROR

C) The NDMP TAPE server W send anNDMP_NOTIFY_MOVER_PAUSEBessage to
the NDMPclient with anNDMP_MOVER_PAUSE_MEDIA_ERRQ&ason .

d) The NDMPclient will send anlNDMP_DATA_ABORTmessage to the NDMP DATA

server. The NDMP DATA serverillvclose the connection to the mover on thBMP
TAPE server and will change its stateNDMP_DATA STATE HALTHEDd the reason
to NDMP_DATA HALT ABORTED

e) The NDMPclient will send anNDMP_DATA_STOHRmessage to the NDMP DATA
server.

f) Once the resources have been releasetlidP DATA server vill return the status to
the NDMPclient.

o)) The NDMPclient will send arlNDMP_MOVER_ABORTMessage to the NDMP TAPE
server .

h) The NDMP TAPE server W change its mover state to
NDMP_MOVER_STATE_HALT&m the reason WDMP_MOVER_HALT_ABORTED

i) The NDMP TAPE server il send anNDMP_NOTIFY_MOVER_HALTEIMessage to
the NDMPclient with anNDMP_MOVER_HALT_ABORTES&Ss0N .

) The NDMP client will send anNDMP_MOVER_STORnessage to the mover on the

NMDP TAPE sever.
2. Handling the Media error

a) The NDMPclient host will use thélDMP TAPE interice to rewind and eject the tape
without writing a file mark.

b) The NDMPclient will close the tape device.
The NDMPclient will load another volume as in the EOM workflow.
Restarting the backup

a) The NDMPclient will use theNDMP_DATA_START_BACKUB start the backup
over.

3.1.3 User aborted
It is possible for the user to abort a backup in progress. This section describes how that is handled.

1. Sending an abort.

a) The NDMPclient uses th&N\DMP DATA interface to send aNDMP_DATA_ABORT
message to the NDMP DATA server.
b) The NDMP DATA server Wl change the data state dDMP_DATA STATE_HALTED
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d)

e)

f)

9)

h)

and the reason t&/DMP_DATA HALT ABORTERnwritten data is discarded. No
further backup data or file history will be generated.

The NDMP DATA server Vil close the connection to the mover on tiBMP TAPE
server.

The NDMP DATA server Wil send anNDMP_NOTIFY_DATA_HALTEDnessage with
an NDMP_DATA_HALT_ABORTEEason to the NDMEBlient host.

The NDMPclient will send anNDMP_DATA_STOPmessage to the NDMP DATA
server.

Once the resources have been releasetEdP DATA server vill return the status to
the NDMPclient.

The NDMPclient will receive anNDMP_NOTIFY_MOVER_HALTEDnessage from
the NDMP TAPE server with the reason seMoMP_MOVER_CONNECT_CLQSED

The NDMPclient will send alNDMP_MOVER_STOMnessage to the NDMP TAPE
server.

2. Handling the abort

a)

b)

c)

3. Continuing
a)
b)

The NDMPclient host will use th&NDMP TAPE interfice on theNDMP TAPE server
to write a file mark to tape.

The NDMPclient host will use th&€dDMP TAPE interfice to write a trailer record that
indicates that the backup was not complete, followed by a file mark.

The file history collected by ti¢DMP client will be discarded.

The NDMPclient may or may not continue with the next backup request.

If there are no more requests, then the NGt will use theNDMP TAPE interface

to rewind and eject the tape. Th&DMP client will then send an
NDMP_CONNECT_CLOSEmessage to the NDMP TAPE server to close the
connection.

3.1.4 Loss of data connection
The loss of data connection can be detected fromNiDeIP DATA server or from the NDMP TAPE

server.

1. Detected from th&IDMP DATA server:

a)
b)

c)

d)

f)

The NDMP DATA server gets an error fewriting to the data connection.

The NDMP DATA server Wl change the data state dMDMP_DATA STATE_HALTED
and the reason toNDMP_DATA_HALT_CONNECT_ERRORJInwritten data is
discarded. No further backup data or file history will be generated.

The NDMP DATA server Wl close the connection to the mover &DMP TAPE
server.

The NDMP DATA server sendm NDMP_NOTIFY_DATA_HALTEDessage to the
NDMP client with a reason adNDMP_DATA_HALT_CONNECT_ERROR

The NDMPclient will send anNDMP_DATA_STOHmessage to the NDMP DATA
server.

The NDMP client will send arlNDMP_MOVER_ABORTMessage to the NDMP TAPE
server.
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o)) The NDMPclient will receive anNDMP_NOTIFY_MOVER_HALTEDnessage from
the NDMP TAPE server with the reason seMOMP_MOVER_CONNECT _CLO&ED
NDMP_MOVER_HALT_ABORTHdepending on the sequence to detect the
disconnection from the NDMP DATA server first or eceive an
NDMP_MOVER_ABORTMmessage.

2. Detected from thBIDMP TAPE server:
a) The NDMP TAPE server gets an errorilwhieading from the data connection.

b) The NDMP TAPE server sends AIDMP_NOTIFY_MOVER_HALTEMessage with
the reason set WNDMP_MOVER_HALT_CONNECT_ERROR.

c) The NDMP client will use the NDMP DATA interface to send an
NDMP_DATA_ABORTnessage to the NDMP DATA server.
d) The NDMP DATA server Wl change the data state dDMP_DATA STATE_HALTED

and the reason t&/DMP_DATA HALT ABORTERnwritten data is discarded. No
further backup data or file history will be generated.

e) The NDMP DATA server Wl close the connection to the mover iDMP TAPE
server.

f) The NDMP DATA server Wl send anNDMP_NOTIFY_DATA_HALTEMessage with
anNDMP_DATA HALT_ABORTEEason to the NDMElient.

0) The NDMPclient will send anNDMP_DATA_STOPmessage to the NDMP DATA
server.

h) Once the resources have been releaseN@é@P DATA server vill return the status to
the NDMPclient.

i) The NDMP client vill send anNDMP_MOVER_STORessage to the NDMP TAPE server.

7. Network Copy

Two DATA servers can be connected together to copy a file system.

8. Broken connection

If the TCP/IP connection between the NDMP client and the NDMP server is broken, the NDMP client
will be responsible for recovery. However, tNOMP server is expected to shutdown in a manner that
allows theNDMP client to reconnect.

1. NDMP server dtects a broken connection

a) NDMP server discards any uritien data.
b) NDMP server closes the tape ey
C) NDMP server termiates.
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